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Preface

From the Author

Business owners are being urged to adopt artificial intelligence
quickly. The message is understandable: Al can increase
productivity, accelerate analysis, improve customer
responsiveness, and help smaller organizations perform work
that once required far greater resources.

But urgency can obscure a second question. What happens
after Al becomes essential to the way the company creates
and delivers value?

A business may begin by using Al as a helpful tool. It may later
redesign work around Al, incorporate it into products, reduce
staffing, and allow employees to stop practicing skills the
technology now performs. At that point, the company may discover that it has traded efficiency for a new form
of dependence.

This paperis not an argument against Al. It is an argument for adopting Al with the same discipline owners
apply to other critical business dependencies. A company would not knowingly allow one customer, one
employee, or one supplier to become indispensable without understanding the risk. Al deserves the same
scrutiny.

The central message is simple: a rush to Al adoption can leave a business dependent on intelligence it does
not own or control. If that dependence is poorly understood, it can threaten margins, service quality,
competitive differentiation, transferability, and ultimately the viability of the enterprise.

The opportunity is substantial, but so is the responsibility to protect what makes the business valuable. The
goal should be to use Al aggressively where it creates advantage while retaining ownership of the company’s
knowledge, methods, standards, economics, and ability to serve customers.

Tom Bixby
CEOQO, EvaluSys LLC

A Note on the Use of Artificial Intelligence

Artificial intelligence tools supported portions of the research, synthesis, and initial drafting of this paper. The
author reviewed, refined, and contextualized the content. This paper is educational and should not be treated
as legal, technical, financial, cybersecurity, or investment advice. Business owners should consult qualified
professionals regarding their specific circumstances.
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Executive Summary

Artificial intelligence is rapidly becoming part of everyday business. It can improve efficiency, lower the cost of
routine work, expand analytical capacity, and support new customer experiences. For many companies,
avoiding Al altogether would create its own competitive risk.

The danger arises when Al moves from being a tool that improves the business to becoming a capability
without which the business can no longer deliver its products or services. At that point, the organization may
depend noton a model alone, but on a layered capability that combines models, prompts and context
engineering, tools and data connectors, workflow logic, evaluation systems, infrastructure, and human
operating practices. The business may own portions of that design while still relying on external reasoning
systems whose behavior, availability, and economics it neither owns nor fully controls.

The central risk
A business is Al-dependent when the loss, degradation, or unaffordable cost of external Al
capability would materially impair its ability to deliver its customer value proposition.

The availability of multiple Al providers offers some protection, particularly against the failure or pricing
decisions of a single vendor. But this protection can be overstated. Al providers are actively working to
distinguish their models through better reasoning, accuracy, speed, memory, tool use, safety controls, and
specialized capabilities. The more differentiated the models become, the less reasonable it is to assume that
sophisticated business processes can be moved from one provider to another without cost, rework, quality
differences, or customer impact.

The prudent objective is therefore not simply to have access to multiple vendors. It is to maintain a tested
ability to produce acceptable business outcomes through alternative sources of intelligence while preserving
proprietary knowledge, human oversight, customer experience, and viable economics.

e Retain ownership of proprietary data, business rules, methods, scoring systems, and customer relationships.
e Usevendor-neutral interfaces and an orchestrated portfolio of models to preserve options.

e Qualify replacement models by workload rather than assuming broad interchangeability.

e Measure Al by the total cost and quality of completed business outcomes, not merely token prices.

e Preserve human capability and minimum viable service processes for periods of disruption.

e Test provider substitution and degraded-service scenarios before they are needed.

The New Risk: Al Dependence

From Helpful Tool to Essential Infrastructure

Al adoption often begins with low-risk assistance: drafting a message, summarizing a document, researching
a topic, or classifying information. Because the early gains can be immediate, organizations naturally expand
its use.

The progression may look harmless:

1. Employees use Al to accelerate work they already know how to perform.
2. Processes are redesigned to assume that Al assistance is always available.
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3. Staffing and training are adjusted because fewer people are needed to perform the underlying work.
4. Customer promises, product features, response times, and pricing begin to depend on Al-enabled economics.
5. The company eventually loses the practical ability to provide the same value without external Al.

At the final stage, Al is no longer simply increasing productivity. It has become part of the company’s
operating capacity. If that capacity is disrupted, the consequences may reach customers immediately.

A Familiar Business-Risk Pattern

Business owners already recognize the dangers of excessive dependence. A company can be weakened by
reliance on one major customer, a founder who holds all critical relationships, a supplier that cannot be
replaced, or a key employee who alone understands an essential process. Al dependence follows the same
pattern, but it can be harder to see because the dependency may be embedded across many workflows at
once.

Traditional dependence Comparable Al dependence

Important judgment, relationships, or methods migrate from people to Al-

Owner dependence driven workflows.

Key employee dependence A specific model or vendor becomes essential to a critical process.
Supplier concentration The business relies on a narrow group of external providers for intelligence.
Technology dependence Products and services cannot operate acceptably without Al infrastructure.

Institutional knowledge becomes embedded in prompts, agents, tuning, or

Knowledge concentration
vendor platforms.

The issue is not whether Al is useful. The issue is whether the company can still create and
deliver its value if the source, price, behavior, or availability of that intelligence changes.

Why Multiple Vendors Do Not Eliminate the Risk

Vendor Diversity Addresses Only One Layer of Dependence

A company that can use several Al providers is better positioned than one tied completely to a single platform.
Provider diversity may improve negotiating leverage, offer alternatives during an outage, and allow the
company to select different models for different tasks.

But vendor diversity primarily reduces single-vendor concentration. It does not automatically eliminate
dependence on Al as a capability, nor does it prove that another model can deliver the same result.

Risk category What it means Does vendor diversity solve it?

Vendor dependence The company relies on one named provider. It can reduce this risk substantially.
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Risk category What it means Does vendor diversity solve it?

The company cannot operate effectively without | No. Multiple suppliers do not remove

Capability dependence external Al ota rEeel AL

Outcome dependence A process depends on the distinctive behavior of | Only if qualified substitutes produce

a particular model. acceptable results.
Competence Employees lose the ability to perform or No. This is an organizational
dependence supervise the underlying work. capability issue.
Systemic dependence Several vendors share cloud, chip, power, Orlly partially. Diff.erent vend?rs may
network, or regulatory exposure. still share underlying constraints.

The Competitive Differentiation Paradox

Al vendors do not want their products to be viewed as identical commodities. They compete by offering
different levels of reasoning, accuracy, speed, context handling, memory, tool integration, safety, and domain
performance. For customer-facing work products, differentiation may also appear in consistency, tone,
perspective, analytical depth, treatment of ambiguity, and the degree of human correction required. This
creates a paradox:

The more successfully Al vendors differentiate their services, the less safe it becomes to
assume that their models are interchangeable.

For a simple task such as sorting an email into a category, several models may be perfectly adequate. Fora
sophisticated task such as evaluating a contract, generating a strategic recommendation, interpreting a
business diagnostic, or managing a multi-step customer workflow, apparently small differences can alter
conclusions, consistency, tone, perspective, analytical depth, required supervision, and customer
experience. The relevant standard is not identical wording, which probabilistic systems cannot reliably
promise. Itis whether variability remains within defined and commercially acceptable tolerances.

The ERP Analogy

A company may say that it is not dependent on one enterprise software provider because competing systems
exist. Yet a business that has deeply embedded an enterprise platform into finance, operations, inventory,
and reporting cannot replace it casually. Alternatives exist, but migration still requires design, testing,
retraining, data conversion, and operating change.

Al can create a similar form of dependency. The interface may be easier to change than a traditional
enterprise system, but the behavior behind that interface may be more difficult to reproduce.
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When Portability Is Not Substitutability

The Difference Between Access and Outcomes

A business may be able to redirect a software request from one Al provider to another. That is technical
access portability. The more important question is whether the replacement can produce an acceptable
business result. That is outcome portability.

Portability level The practical question
Interface portability Can the company connect to another model?
Data portability Can the replacement use the needed information under appropriate controls?
Workflow portability Can it perform the same steps, use the same tools, and fit the same process?
Behavioral portability Does it follow instructions, use judgment, and handle exceptions acceptably?
Outcome portability Does it meet quality, cost, speed, and risk requirements?
St et Can Fhe switch occur without unacceptable customer disruption or loss of

confidence?

Avendor-neutral interface helps at the first level and may support the next two. An orchestration layer can
make connection changes easier, but it does not establish behavioral, outcome, or customer portability. A
common plug does not make the machines behind the plug identical, and a successful API call does not
prove that the resulting work product is commercially equivalent.

Hidden Vendor-Specific Assets

As Al-enabled processes mature, companies accumulate two kinds of assets. Some, including business
rules, process definitions, proprietary data, and evaluation criteria, can and should remain vendor-neutral.
Others become behaviorally coupled to a particular model or platform because they were tuned, tested, and
approved against its distinctive responses:

e Promptlibraries and instructions

e Agent workflows and tool connections

e Model-specific quality controls

e Evaluation datasets and acceptance thresholds

e  Security and compliance procedures

e Human review and escalation rules

e Customer-facing language, format, and response expectations

These assets may be owned by the business, and strong architecture can preserve much of their portability.
Their effectiveness can nevertheless depend on how a particular model interprets instructions, invokes tools,
handles context, and expresses judgment. A migration may therefore require more than changing a
connection. It may require prompt adjustments, replay of historical cases and failures, comparison with a
curated benchmark or golden dataset, renewed human review, controlled rollout, and possibly redesign of
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the process. Evaluation reduces uncertainty; it does not make the models identical or make qualification
effortless.

Customer Impact Is the Real Test

A replacement model may be technically available and still be commercially unacceptable. It may reach
different conclusions, frame issues from a different perspective, provide less analytical depth, require greater
human correction, produce a different tone, resolve fewer cases, or create slower responses. Customers may
experience a decline even when the business continues operating. Where the work product itself is part of the
customer value proposition, consistency must be defined broadly enough to include not only factual
accuracy but also judgment, voice, completeness, and usefulness.

The key question is not, “Can another model perform the task?” ltis, “Can another model
achieve the required outcome at an acceptable total cost, risk level, and customer impact?”

The Risks Business Owners Should Consider

1. Loss of Control

Al outputs may vary as providers update models, policies, safety controls, and product features. A company
may not control when those changes occur or how they affect a business-critical process.

2. Cost Escalation and Margin Risk

The price of individual Al tasks may fall while total expense rises because the company dramatically expands
Al use. Agentic workflows can make many model calls to complete one business task. Gross margin can
deteriorate if customer pricing and service design do not reflect the true cost of completed outcomes.

3. Service Interruption

An outage, cybersecurity event, account suspension, policy change, or vendor failure can interrupt service. If
fallback processes have not been tested, the business may be unable to meet customer commitments.

4. Vendor and Model Lock-In

Prompts, integrations, tools, data pipelines, quality standards, and employee routines may become
optimized around one provider. Alternatives may exist but be costly or disruptive to activate.

5. Erosion of Human Expertise

When employees stop practicing research, analysis, writing, review, or judgment skills, the organization may
lose the ability to operate independently or detect poor Al output.

6. Quality and Accountability

Al can produce plausible but incorrect, incomplete, or inconsistent results. The business remains responsible
to its customers even when the error originated with an external model.
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7. Intellectual Property and Knowledge Leakage

Sensitive methods, customer information, trade secrets, and business rules may be exposed or embedded in
systems outside the company’s direct control unless data and contract practices are carefully governed.

8. Commoditization

If competitors use the same external intelligence to deliver similar reports, recommendations, or content, the
business may struggle to maintain differentiation. The Al provider may capture more value while the customer
sees service providers as interchangeable.

9. Regulatory and Contractual Change

New rules concerning privacy, data location, explainability, industry controls, or use of automated decisions
may require process changes. A provider’s contract or operating policy may also change.

10. Strategic Disintermediation

A provider that learns the economics of a market may eventually offer adjacent capabilities directly. A
business that contributes little beyond access to third-party Al may be vulnerable.

11. Systemic Supply Risk

Different Al vendors may still depend on a concentrated supply of advanced chips, cloud infrastructure,
energy, networks, and specialized talent. Vendor diversity does not guarantee that the underlying supply
chainis diverse.

12. Business Viability Risk

If multiple risks occur together, a company may face more than temporary inconvenience. It may be unable to
deliver at the quality, speed, price, or reliability customers expect. That can threaten revenue, reputation,
cash flow, and survival.

Building Al Resilience Without Slowing Innovation

The answer is not to avoid Al. It is to design adoption so that Al remains a source of advantage rather than an
uncontrolled dependency.

1. Own the Business Logic

The company should retain clear ownership and documentation of its proprietary methods, decision rules,
scoring systems, standards, customer history, and operating knowledge. The Al model should apply or
support the company’s method, not become the only place where the method effectively exists.

2. Create a Qualified Model Portfolio

Different tasks should be assigned to models appropriate to their complexity and risk. Routine classification
or extraction may be handled by smaller or locally operated models. Complex reasoning may justify a frontier
model. The governing principle should be:
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Use the least expensive qualified model capable of meeting the defined business-outcome,
customer-impact, security, and compliance requirements for the task.

The term qualified matters. A model should not enter a critical workflow simply because it is less expensive or
technically compatible. Qualification should be workload-specific and should test tool selection, factual
reliability, business-rule compliance, consistency, tone, perspective, analytical depth, exception handling,
human review burden, cost per successful outcome, and customer impact.

3. Use Vendor-Neutral Interfaces and an Al Gateway

A neutral connection layer between business applications and Al providers can preserve options. It can route
tasks among models, enforce usage limits, allocate costs, apply approval rules, cache responses, and
provide fallback paths.

The gateway should function as both an economic control and a quality control. Automatic fallback is useful
only when the replacement model has already been approved for that workload.

4. Govern Cost Per Successful Outcome

Token price or cost per request can be misleading. A cheaper model may create more rework or require more
human intervention. A more expensive model may resolve far more customer issues successfully. Owners
should measure the full cost of the completed outcome, including review, correction, escalation, delay, and
failure.

Metric Why it matters
Cost per successfully completed task Connects model spending to productive output.
First-pass acceptance rate Shows how often the output is usable without correction.
Human review time Reveals hidden labor cost.
Customer resolution rate Measures real service effectiveness.
Error and exception rate Indicates operational and reputational risk.
Gross margin by Al-enabled product Shows whether Al usage economics remain viable.

5. Match Fallback Policy to Process Criticality

Workload tier Examples Appropriate fallback
Tier 1: Bounded Classnﬂcatngn, extraction, routine Automatic routing among prequalified models may be
transformation acceptable.
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Workload tier Examples Appropriate fallback

Customer drafts, summaries, Fallback may require additional validation or selective

Tier 2: Important . . .
internal analysis human review.

Use only a specifically qualified substitute; human
approval or reduced functionality may be safer than
silent substitution.

Tier 3: Contracts, strategy, regulated
Consequential decisions, diagnostic interpretation

6. Preserve an Independent Operating Capability

The organization should know the minimum level of service it can maintain if external Al is unavailable. This
may involve documented manual procedures, trained employees, simplified service tiers, or a smaller open-
weight model operated in a controlled environment.

The fallback does not have to match preferred performance in every respect. Its purpose may be to preserve
the minimum customer value proposition while the company restores normal operation.

7. Consider Open-Weight and Private Inference Options

Open-weight models can give a company another economic and operational path. At sufficient scale, a
business may choose among external APls, dedicated cloud resources, private cloud, or its own
infrastructure. This can strengthen negotiating leverage and continuity.

Operating a model independently is not free. It introduces hardware, energy, engineering, security,
monitoring, redundancy, and maintenance costs. The strategic objective should not be to own a model for its
own sake. It should be to preserve the ability to change the economic source of intelligence as conditions
change.

8. Test Portability Rather Than Merely Claiming It

A multi-model diagram does not prove resilience. The company should periodically run critical workflows on
alternate models using representative cases, historical errors, edge cases, and curated benchmark outputs.
Management should compare results against explicit acceptance criteria, identify prompt or workflow
changes, measure human correction and total cost, and document what customers would experience during
a transition. For consequential customer-facing processes, a shadow or controlled A/B rollout with
heightened review may be appropriate before broad substitution. Demonstrated portability is therefore an
operating discipline, not merely an architectural feature.

Theoretical portability means the architecture appears able to use another provider.
Demonstrated portability means the company has tested the alternative, measured the
outcome, corrected material differences, and documented an acceptable transition path.
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A Practical Al Dependence Review

Business owners do not need deep technical knowledge to begin evaluating Al dependence. Management can
start with a structured discussion around the following questions.

Business Exposure

Which products, services, and internal processes now depend on Al?

What percentage of revenue or customer delivery relies on those processes?

What customer promises concerning speed, quality, price, or availability assume Al will be present?
Which Al-enabled capabilities differentiate the company from competitors?

S

Provider and Model Exposure

5. Which provider and model currently support each critical workflow?

Which alternatives have actually been tested and qualified?

7. Would switching require new prompts, context, integrations, controls, evaluations, human review, training,
staged rollout, or customer communication?

8. Do several providers share the same underlying cloud or infrastructure dependency?

o

Economic Exposure

9. Whatisthe total Al cost per completed business outcome?

10. How would gross margin change if Al usage doubled?

11. How would margins change if provider pricing or required model quality changed?
12. Canthe company route routine work to less expensive qualified models?

Capability and Continuity

13. Can employees still perform and supervise the underlying work?

14. What minimum service can be delivered during a 24-hour, seven-day, or 30-day interruption?
15. What would customers notice during fallback operation?

16. Has management rehearsed a loss-of-provider or forced-migration scenario?

Ownership and Control

17. Does the company own and document its core business logic, methods, and standards?

18. Can the company retrieve and move the relevant data, prompts, evaluations, and workflow definitions?
19. Are data use, confidentiality, intellectual property, and termination rights addressed in contracts?

20. Iscritical knowledge embedded in a third-party system in a form the company cannot readily reproduce?

A useful board-level question: If our preferred Al service disappeared tomorrow, could we
continue delivering our core value proposition within 30 days, at an acceptable quality and
margin?
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Implications for Business Value and Exit Readiness

Acquirers and investors evaluate whether a company’s earnings and customer value can continue under new
ownership. Al dependence can affect that assessment in much the same way as owner dependence,
customer concentration, supplier risk, or weak management processes.

A sophisticated buyer may ask:

e What portion of revenue depends on Al-enabled delivery?

e Which processes depend on a specific model’s distinctive behavior?

e What tested alternatives exist?

e What would migration cost, how long would it take, and what would customers experience?
e How would usage growth or pricing changes affect gross margin?

e Doesthe company own the business logic and knowledge that make the Al output valuable?
e Canemployees supervise the work and operate through disruption?

A company that merely states that it is “multi-model” may provide little comfort. A company that can
demonstrate qualified substitutes, controlled degradation, documented business logic, cost governance, and
tested continuity is likely to present a more credible risk profile.

The strategic objective is broader than “own our Al economics.” The company should own
the business logic, performance standards, substitution process, and customer experience
that allow it to change the source of intelligence without surrendering control of the value it
delivers.

Conclusion

Artificial intelligence may become one of the most important business capabilities of this generation.
Companies that use it thoughtfully can improve efficiency, expand insight, and create new value. Companies
thatignore it may fall behind.

But speed of adoption is not the same as quality of adoption. A business can move quickly and still preserve
control, provided management treats Al dependence as a strategic risk rather than merely a technical issue.

Multiple vendors help, but alternatives are not automatically interchangeable. Technical portability helps, but
it does not guarantee outcome portability. Open-weight models create options, but they do not eliminate
operating cost. Human oversight improves reliability, but only if the organization retains the knowledge
needed to exercise judgment.

Do not merely adopt Al. Ensure the business remains viable, valuable, and transferable if the
source, behavior, availability, or economics of that intelligence changes tomorrow.
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The most resilient strategy is neither full avoidance nor blind dependence. It is disciplined adoption: use Al
where it creates advantage, retain ownership of what makes the company distinctive, qualify alternatives
before they are needed, preserve essential human capability, and test the ability to continue serving
customers under adverse conditions.
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